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Abstract—In the inter-domain routing infrastructure, a
route leak is defined as a violation of the routing policy
agreed between two Autonomous Systems (AS). Route
leaks have resulted in large-scale outages on the Internet,
taking down several services. Although route leaks seem
a simple problem, the solution is complex because: (i)
ASes consider -partially- routing policy private, (ii) lack
of a formal and standard language to express routing
policy and (iii) BGP lacks adequate cryptographic-based
security. In this paper, we present an experimental analysis
of a distributed ledger-based architecture that provides a
solution to route leaks. Specifically, the routing policy is
unambiguously expressed using a formal language, that is
then stored in a blockchain. This decentralized architec-
ture allows private policies and interfaces seamlessly with
the current BGP infrastructure, requiring no changes to
routers. We build a prototype to evaluate our proposed
architecture using Hyperledger, we analyze its perfor-
mance using a real-world BGP dataset. Our results show
that our architecture scales linearly with relevant metrics.
Additionally, we validate the architecture preventing an
artificially introduced route leak in a realistic 10 AS
topology.

I. INTRODUCTION

The Border Gateway Protocol (BGP) is the protocol
that glues the Internet. BGP provides inter-domain rout-
ing to achieve reachability and path selection. However
and beyond its technical capabilities, the Internet is also
a business-oriented environment and as such, there is
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a need to express and transmit complex and rich fine-
grained policies.

Unfortunately and in some cases, such policies are
violated, as a notable example route leaks occurs when
one Autonomous System (AS) violates the routing pol-
icy agreed with another AS. More specifically, when an
AS incorrectly propagates a route learned from another
AS. For instance in a peering connection ASes are
expected to exchange traffic from the peering ASes or
its customers. If an ASes further propagates this route
then we consider it a route leak.

Route leaks are a real concern in today’s Internet.
First, they are quite common [1] and second, they result
in important outages on Internet connectivity. As an
example, Google had significant disruption in 2008 when
some of its customer-facing services went down due to
a route leak [5].

Route leaks seem a simple problem, but its solution
is hard to find. On the one hand BGP lacks proper
deployable cryptographic-based mechanisms at the data-
plane (see for further information [6]–[8]). On the other
hand, there is no standard way to communicate routing
policies among ASes. At the time of this writing, this
is typically done using out-of-band (website, email, etc)
mechanisms. Thus, the overall inter-domain routing is
prone to misconfiguration. To further exacerbate this
issue, some ASes consider -partially- its routing policy
as confidential and they avoid full public disclosure.

Typically, in today’s Internet routing policy is sig-
nalled using BGP communities [2], a standardized ex-
tension of BGP. This is an optional attribute attached
to BGP messages, used to request a specific action
from a target AS. As an example, an AS can request978-1-7281-6992-7/20/$31.00 ©2020 IEEE



a collaborating AS not to announce a prefix through
certain links.

BGP communities lack a formal definition, and the
meaning of the community value is agreed among
groups of collaborating ASes, often through out-of-
band mechanisms. This fact, combined with the lack
of proper security mechanisms protecting BGP, means
that communities are error-prone and again, a source
of many misconfiguration and security threats in inter-
domain routing [3].

This paper is an extension of our previous work [4].
In our former work, we presented a solution to the
route leak problem by addressing the two fundamental
challenges of this issue. First, we defined a formal and
expressive language to express, using BGP communities,
routing policy. This fixes the inherent error-prone nature
of BGP communities and routing policy. The formal
language is transmitted securely in a blockchain-based
solution. Finally, the participant ASes can download the
other ASes’ policy and automatically install it using
standard BGP route filters. This will be used to ulti-
mately enforce the routing policy requiring no changes
to the BGP data-plane.

In this paper, we present an open-source prototype
built using Hyperledger as well as its experimental
evaluation. Our results show that our prototype has
an end-to-end latency of a few seconds and that the
architecture scales linearly with relevant metrics. Finally
and to evaluate the validity of our architecture, we
deploy it in a realistic 10 ASes topology using a real-
world BGP policy dataset, and we prevent an artificially
introduced route leak. Both the prototype and the BGP
routing policy dataset can be found at [20], [24].

II. OVERVIEW OF THE PROPOSED ARCHITECTURE

A. Architecture

Here we present a brief overview of the architecture,
we refer the interested reader to [4] for the details. It is
important to note that the main design rationale of the
architecture is that it does not require any change on
BGP routers, the BGP protocol or BGP communities.
Our solution works seamlessly with the current inter-
domain infrastructure while achieving its goals.

A step-by-step example of our architecture is shown
in Figure 1. First, an expressive and formal language
is defined. This language enables network operators to
define the different routing policies in a standardized
way. This prevents problems related to misconfigurations
caused by the ambiguity or the ill-defined nature of

BGP communities. Once the policy is defined, it will
be uploaded to the distributed ledger (top figure).

Fig. 1: Overview of the architecture.

The aforementioned ledger is shared among the par-
ticipant ASes and it is used to communicate securely
the different defined routing strategies. In this particu-
lar case, we expect that the business relationship that
already exists between the ASes creates a motivation
to participate and a certain degree of trust. Finally, the
different ASes will download the routing policy and
install them into BGP Routers. To do so, we provide
a compiler that translates the formal language onto
standard BGP route filters.

B. Proposed Formal Language for BGP Routing Policy

This section summarizes the formal language used to
define the different routing policies. To make sure that
the language covers a wide variety of policies, we have
analyzed a set of real-world routing policy datasets [18]
[25] as well as the available literature [26] [27]. Again,
we refer the interested reader to [4] for the details.

The proposed language contains 5 parameters, specif-
ically:

• ASN: The Autonomous System Number.
• CN: The Community Number.
• Rule: The policy, most common ones

are LOCAL PREFERENCE, PREPEND,
NO ANNOUNCE, NO EXPORT.

• Value (optional): This attribute is only applied to
some type of rules. Normally it is an integer and
defines the quantity of a given effect.



• To (optional): what the rule refers to. When this
attribute refers to a certain geographical location,
the ISO 3166-1 is used.

Table I shows an example of a human-readable BGP
policy definition (using BGP communities) and its equiv-
alent in our formal language.

Natural Language
286:70 → Set Local Preference to 91
286:14 → Prepend 4 times to european peers
286:49 → Do not announce to US peers

Defined Formal Language
ASN CN Rule Value To
286 70 LOCAL PREFERENCE 91 -
286 14 PREPEND 4 EZ
286 49 NO ANNOUNCE - US

TABLE I: Example of natural community definition
inspired by a real world routing policy found in [18]
and its translation to the proposed formal language

III. EXPERIMENTAL EVALUATION

In this section, we experimentally analyze the perfor-
mance of the proposed architecture. The main goal is
to understand how the architecture scales with respect
to relevant network parameters. For this we have built
a prototype using Hyperledger [21] and Quagga [22],
and deployed it in a local testbed for its analysis. For
reproducibility, our prototype is open-source and can be
found in [24].

A. Prototyping the Distributed Ledger

To build our distributed ledger prototype, we use
Hyperledger since it fulfils all the needed requirements.
The Hyperledger network consists of the following com-
ponents. A ledger that registers the status of the entire
system, this includes the state that describes the status
of the ledger in a given moment and the blockchain
that records all transactions. The chaincode that contains
the logic of the system, in our case it is responsible
for storing the definition of the routing policy provided
by each AS. In addition, the network contains three
different types of peers: (i) endorsers, responsible for
the validation of a transaction (approve or reject), (ii)
anchors, responsible for storing a copy of the blockchain,
and (iii) orderers, they keep the ledger consistent across
the network. Finally, the channel, where the different
peers communicate, this allows groups or organization
to create separate ledgers.

In our scenario, some ASes want to keep some policy
private from other organizations on the same channel. An

option for this is to create a new channel including just
the organizations that need access to the data. However,
creating separate channels results in additional overhead
(different chaincode versions, different policies, etc). To
fix this, we use private data collections, which enable
a pre-defined subset of organizations on a channel the
ability to endorse, commit, or query private data without
having to create a separate channel.

In our prototype, we use a consensus algorithm based
on a permissioned voting system. The participant ASes
need to define a specific endorsing policy, this means
the appropriate number of endorsers’ signatures that are
needed to accept a transaction. This is flexible enough
to reflect the existing trust among the participant ASes.

B. Experimental Results

To analyze the performance and scalability of the pro-
totype we run the following experiments in a local ma-
chine (Ubuntu 16.04, Intel-Core i7.4790K @4.00GHz,
8GB RAM), with negligible network latency between
peers and using only one AS.

Fig. 2: Compiling time by number of communities

First, we measure the time to compile a community,
this is the time it takes to read the policy from the
distributed ledger and to transform onto BGP routing
filters, for this we use the Quagga syntax [22]. Figure
2 shows that the time to compile the community and
produce the resulting filters is linear with the number of
communities.

Second, we analyze the write latency as a function
of the number of endorsers. The write latency includes
the time it takes to write a new policy using the formal
language onto the distributed ledger. Figure 3 shows the



time of adding a new community as a function of the
number of endorsing peers. The results show that the
writing latency is linear with the number of endorsers,
this is expected since each new endorser is an additional
signature that the issuer has to verify.

Third, we analyze the chain size with respect to the
number of communities stored in the chain (figure 3). As
the figure shows the size grows linearly with the number
of communities, our results show that even with a very
large number of communities (100k) the overall size is
in the order of hundreds of MBs.

Fig. 3: On top: Total chain size by number of commu-
nities. On bottom: Write latency as a function of the
number of endorser peers

Finally, the following table summarizes the scalability
trends that we have found from our experiments. As the
table shows the prototype shows linear scalability with
respect to relevant network metrics, demonstrating its
feasibility.

Variable 1 Variable 2 Relationship
Chain size Number of communities Linear

Time to add a new community Number of endorsers Linear
Compiling time Number of communities Linear

TABLE II: Scalability trends of our experimental proto-
type

IV. PREVENTING AND MEASURING ROUTE LEAKS

IN A REALISTIC TOPOLOGY

To validate the proposed approach, we evaluate the
prototype in a realistic topology of ASes with real-world
data. The objective of the experiment is to verify if the
system can detect and stop a BGP Update that would
cause a route leak.

For the scenario, we deploy the Hyperledger prototype
in a topology as shown in figure 5. The topology
includes 10 ASes and follows a scale-free graph, a
common configuration found on the Internet [23]. Each
AS contains a client able to read and write a policy
from the chain and an endorsing and an anchor peer.
All the different ASes are on the same channel that
contains a chaincode that includes different real-world
communities. For the data we use a real-world dataset
of routing policy, more details can be found in the next
section.

A. BGP Community Dataset

We obtain the BGP routing policy dataset from [18].
This consulting firm publishes a database of BGP com-
munities from 94 ASes. The network administrator of
each AS writes in natural language the definition of the
routing policy in the form of BGP communities. An
example of the information contained in the dataset can
be found in table III.

Community String Effect
AS64497:970 Do not send route to NA(North America)
AS64497:975 Set local preference to 10 in NA.
AS64497:980 Do not send route to EU(Europe)
AS64497:985 Set local preference to 10 in EU.
AS64497:3001 Prepend AS64497 1 time.
AS64497:3010 Do not announce to AS64508

TABLE III: An example of a BGP community found in
the dataset (anonymized with private AS numbers)

We transform the natural language written dataset
onto the formal language described in the previous
section. For this, we use the Google Cloud Natural
Language API [19]. With this, we obtain a dataset
written in our formal language (see section II-B) that
can be parsed by our Hyperledger-based prototype.

The resulting parsed dataset written in our formal lan-
guage contains 27 ASes and a total of 458 communities.
Note that we do not translate all the available policies
since some of the natural language used to express them
is too complex to be parsed with our tool. This is not an
issue since network administrators are expected to write
their policy unambiguously using the formal language,
and not in natural language.

Figure 4 shows the number of communities defined
per AS. The figure sketches a long-tail distribution,
where most of the ASes have few communities while
few of them define a large set of communities. This is
expected since typically large ASes have more complex
policies to serve its downstream costumers. Also, the



same figure (inset) shows the different types of commu-
nities. As shown by the figure, the NO ANNOUNCE
and PREPEND are the most common ones. Such com-
munities are common in the routing policy violation that
results in route leaks. The routing policy dataset can be
found at [20].

Fig. 4: Histogram of communities per AS. Inset, his-
togram of the types of communities

B. Experimental Results

To test if the system can detect and block a BGP
Update that results in a route leak, we use multiple nodes
located in different Amazon Web Services VMs. For
this, we deploy our Hyperledger prototype in a realistic
topology as shown in figure 5. The topology includes
10 ASes, where each AS is configured with a random
set of communities from the real-world dataset. With
this, we emulate a real-world scenario. In this case, we
decided to use an endorsement policy that requires at
least 1 signature from each of the 10 participant ASes.

In addition to this, we artificially introduce a route
leak. Besides the policy obtained from the real-world
dataset, AS1 also uploads a community identified as
1:333 indicating that a BGP update tagged with this
community must not leak. This is stored in the dis-
tributed ledger and automatically configured as BGP
route filters in the other ASes. Then, AS1 sends a BGP
Update tagged with this community and the expected
behaviour is that the configured BGP route filters of the
other ASes block the BGP message.

To validate this behaviour we manually inspect the
propagation of the BGP update message that would
result in a leak. We confirm that the message is blocked
by the installed BGP route filters.

Fig. 5: Topology used for the real-world experiment

In addition to this, we also measure the end-to-end
latency, specifically the time elapsed since the routing
policy is written until it is compiled and installed as
BGP route filters. This process involves the writing,
propagation, validation and storage of the policy in the
distributed ledger. We measure this for each AS in the
system, obtaining (N − 1)×N measurements.

Fig. 6: End-to-End latency of the propagation time of
the policies (writing, propagation and compiling) in the
realistic scenario. Please note that in this experiment we
set the batch timeout to 0.

Figure 6 shows the total end-to-end latency, we plot
the total time as well as its decomposition of the
different steps of the prototype (endorsing time, contract
execution time and block time). As the figure shows the



end-to-end latency is in the order of 1 second, and -as
expected- it is dominated by the endorsing time.

V. CONCLUSIONS

In this paper, we have presented an open-source
prototype of a blockchain-based solution to prevent
route leaks. Our experimental evaluation shows that the
prototype scales linearly with respect to relevant metrics
and that introduces negligible delay when you discount
the communication one. Also, we show the prototype in
a real-world scenario by preventing a route-leak in a 10
ASes topology.
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