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Introduction

o Port based traffic classification: is the most simple technique since
an analysis of the packet header is used to identify only the port
number and its correspondence to the well-known port numbers.

Applications can use dynamic port number or ports associated with other
protocols to hide from network security tools.

o Deep Packet Inspection (DPI): has been proposed to inspect the
payload of the packets searching for patterns that identify the
application.

It checks all packets data, which consumes a lot of CPU resources and can
cause a scalability problem.
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Introduction

@ ML-based traffic classification
Many research works have already used ML methods in network
application classification in order to avoid the limitation of DPI and
port-based traffic classification.

Machine Learning

Semi-supervised

Supervised leaming Unsupervised learning learning
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Motivation

@ There may exist a large number of unknown traffic within the dataset.

@ As new applications emerge every day, it is not possible to have all
the flow labeled in a real-time manner.

Source IP in network Source port number Destination IP innetwork  Destination port number  Web service detected
format format nDPI (e.g, Facebook,
WhatsApp, Google, etc

1921681283 6% 17216.255.200 27% Google
192168122.52 17216.255183 NS
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@ Semi-supervised learning is a combination of supervised and
unsupervised approaches and is used when the dataset consists of
input-output pairs but the outputs values are not known for certain
observations.

— Reflects the situation of most of the network datasets.
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Our contribution

@ Takes advantage of both labeled and unlabeled .
data to implement a classification task. Making use
of unlabeled data is of significance for the
network-traffic classification.

e Extracts robust features automatically without the
need for an expert to extract features manually.
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Semi-supervised traffic classification

@ Developed a semi-supervised classification method for traffic
classification. It consists of unsupervised feature extraction task
and supervised classification task.

@ Both unlabeled and labeled data have been used to extract more
valuable information and make a better classification.

Target Labeled Test
training data training data data
|_ ___________________________ 1
1
Unlabeled 1 Unsupervised Feature : Feature
training data : feature learning extraction : extraction
| L
: Supervised !
1 " . . training
| Semi-supervised learning model
At o
Figure: Structure of the semi-supervised network traffic classificatiormdﬁzw
AP
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Semi-supervised traffic classification

@ SSAE as semi-supervised classification method for traffic
classification.

@ To improve the performance of classification and lead to learn more
robust and informative features with minimal risk of over-fitting we

integrate dropout and denoising code hyper-parameters into our
model.
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Semi-supervised traffic classification

AutoEncoder is an unsupervised learning algorithm and can be divided
into three parts (encoder, code, and decoder blocks). More specifically,
the encoder obtains the input and converts it into an abstraction, which is
generally known as a code, then the input can be reconstructed from the
code layer through the decoder. It uses non-linear hidden layers to perform
dimensionality reduction.

Tnput Output IS«EJ‘
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Why SSAE?

0 -0@ -~
e The layer-wise pre-training helps the deep |, [ ! 5 o T g e
neural network models to yield much better !
local initialization than a random
initialization.

@ The global fine-tuning process optimizes
the parameters of the entire model, which
greatly improves the classification task.

@ The sparse constraint on the hidden layers
can help to capture high-level
representations of the data.
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Dropout hyper-parameters

@ It is a technique that aims to help a neural
network model to learn more robust features
and reduces the interdependent learning
among the neurons.

o It removes units (i.e., neurons) from the
network, along with all its incoming and
outgoing connections. The choice of which
units to drop is random.
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Denoising autoencoder

@ It was proposed to improve the robustness of feature
representation.

@ It is trained to reconstruct a clean input from a corrupted version
of it in order to extract more relevant features.

@ This corruption of the data is done by first corrupting the initial input
X to get a partially destroyed version X’.
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© Experiments and Results
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It was collected in a network section from Universidad Del Cauca,
Popayan, Colombia. It was constructed by performing packet captures at
different hours, during the morning and afternoon over six days in 2017.
However, we have used only the traffic collected from one day, which is
09/05/2017.

Number of features 87
Number of instances 404,528
Label Name of application
Application 54
Labeled data 283,186 (70%)
Unlabeled data 121,342 (30%)
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Model architecture

@ In the experiment, we separate the labeled data into training (80%),
validation (10%), and testing (10%).

SSAE Model ~ #Hidden layers Number of neurons Test accuracy
Ll L2 L3 L4 LS

SSAE 1 2 100 50 - - - 79.4%
SSAE 2 2 100 100 - - - 83%

SSAE 3 2 100 200 - - - 84.2%
SSAE 4 2 100 400 - - - 82%

SSAE 5 2 70 50 - - - 77.4%
SSAE 6 2 70 30 - - - 76.8%
SSAE 7 3 100 200 50 - - 85.4%
SSAE 8 3 100 200 100 - - 85.7%
SSAE 9 3 100 200 200 - - 85.3%
SSAE 10 3 200 400 60 - - 85.2%
SSAE 11 3 100 200 400 - - 85.8%
SSAE 12 4 100 200 400 100 - 86.3%
SSAE 13 4 100 200 400 S0 - 86.89%
SSAE 14 5 100 200 400 50 30 84.8%
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The effect of dropout & denoising rate

Accuracy (%)
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Figure: Effect of denoising coding
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The effect of dropout & denoising rate
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Figure: Accuracy of our model with/without enforcement (dropout/denoising).
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Comparison of ML classification results

Model Accuracy | Precision Recall (%) | F-measure
(%) (%) (%)

SSAE+RF | 87.13 88.54 87.13 87.49

SSAE+SVM 55 63.22 55 56.79

SSAE+DT | 84.37 86.60 84.37 85.13

Our model | 89.09 89.51 88.35 89.05
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Conclusion

@ We have used supervised and unsupervised learning for network traffic
classification.
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Conclusion

@ We have used supervised and unsupervised learning for network traffic
classification.

@ To improve the performance of the feature extracted through our
model and to avoid over-fitting, we injected dropout and denoising
code hyper-parameters.
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Conclusion

@ We have used supervised and unsupervised learning for network traffic
classification.

@ To improve the performance of the feature extracted through our

model and to avoid over-fitting, we injected dropout and denoising
code hyper-parameters.

@ For future works, we plan to use a much larger amount of unlabeled
data to verify its impact on the classification performance.
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